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There is a common 
thread that connects 
Google services such 
as Google Search, 
Street View, Google 
Photos and Google 
Translate: they all use 
Google’s Tensor Pro-
cessing Unit, or TPU, to 
accelerate their neural 
network computations 
behind the scenes.

Cybersecurity secures 
info, systems from 
attacks. Uses tech, 
processes to prevent 
threats like hacking, 
malware, phishing. 
Objective: protect con-
fidentiality, integrity, 
availability and user 
trust.

Quantum computing 
uses quantum me-
chanics instead of 
classical mechanics. It 
uses qubits instead of 
bits, making it fast-
er for tasks such as 
cryptography, optimi-
zation, and simulation.
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Digital marketing uses 
digital channels for 
product promotion, 
reaching a large au-
dience. Popular chan-
nels: search engines, 
social media, email 
and websites. Key to 
successful strategies 
due to digital devices.

The tech industry is 
experiencing mass 
layoffs. Big tech com-
panies are cutting 
down their workforce 
in order to cope with 
worldwide uncertain 
economic conditions. 
Some of the causes 
of layoffs includes the 
fear of recession and 
the decline in custom-
er demand following a 
sharp increase during 
the pandemic.

Cloud computing pro-
vides IT via internet. 3 
types: public, private, 
hybrid. Offers control, 
customization, securi-
ty. Access to data and 
apps anywhere. Effi-
cient, cost-effective. 
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& vr
Computer graphics 
and VR create lifelike 
images and environ-
ments for interaction. 
Used in gaming, en-
tertainment, education 
and design. Requires 
tech and creative 
skills. 
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TRADITIONAL 
PROGRAMMING 

PARADIGM IN 
THE AGE OF AI  

Iot

Traditional programming 
is writing instructions to 
tell computer to perform 
tasks while AI refers to a 
machine’s ability to carry 
out tasks autonomously 
like a human. There are 
many problems that can 
be solved using AI but 
traditional programming 
still holds its importance.

IoT is a network of devices 
collecting and exchang-
ing data for automation. It 
provides real-time infor-
mation, but also raises 
security concerns.
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cryptography

security in 
blockchain

Cryptography secures info with 
math algorithms, providing 
confidential communication 
and preventing unauthorized 
access. There are two types: 
symmetric and asymmetric. 
Digital signatures verify the 
sender and message integrity. 
Cryptography is essential for 
sensitive information protec-
tion and cyber security.

Blockchain security: Confiden-
tiality and integrity through 
cryptography, consensus 
mechanisms, and smart con-
tract auditing. Enhances trust 
and reliability against cyber 
attacks.
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career in
esports

E-sports is competitive video 
gaming with careers in playing, 
coaching, development, com-
mentary, and marketing. Skills 
such as dedication, teamwork, 
strategy, technical ability, and a 
passion for gaming are key to 
success.
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Chairman’s  Message
I am happy to announce the launch of Atma Ram Sanatan Dharma Col-
lege’s computer science department magazine, Tech अनुशीलन, which 
has been created with the aim of providing a platform to disseminate 
information about the latest technologies emerging in the field of com-
puter science among the readers.

The magazine will serve as a forum to share ideas and perspectives 
of our diverse student body, and it will cover a wide range of themes 
in the field of cutting-edge technology  and the problems they are cur-
rently experiencing.

Our college has always encouraged the spirit of exploration and cre-
ativity, and this magazine is yet another step towards fostering that 
culture. It will provide a platform for our students to showcase their 
talents and will be an excellent opportunity for them to hone their writ-
ing and editorial skills.

I would like to thank the magazine committee for their hard work and 
dedication in bringing this magazine to fruition. I also extend my warm-
est congratulations to all the contributors and hope that this publication 
inspires others to share their own stories and experiences.

I encourage everyone to read and en-
gage with the magazine, and I look for-
ward to seeing the creative and intel-
lectual growth that it will inspire.

Sincerely,
Shri Pawan Jaggi
Chairman
Governing body
ARSD College
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Principal’s Message
It is a matter of great happiness for me to know that the De-
partment of Computer Science, ATMA RAM SANATAN DHARMA 
College is coming up with its magazine “TECH अनुशीलन ”. This is 
a good initiative by the department which will provide a platform 
to the students to write about the advancements in the field of 
computer science. Such efforts give clarity to their thoughts and 
inculcate research skills in our students. Being a part of the ed-
itorial board and associated with different stages of the maga-
zine from the germination of this idea to its present form, stu-
dents learned many things and honed their soft skills.
ATMA RAM SANATAN DHARMA College creates an innovative 
ecosystem where such ventures are undertaken. I congratulate 
the entire team of faculty members and students for the hard 
work they have put forth to give the Computer Science depart-
ment its much-needed colour and vigour. I appreciate the edito-
rial board’s tenacity in compiling this magazine.
My heartfelt congratulations to the team for this new endeavour 
and I hope this will be carried out with even more dynamism in 
the years ahead.

Prof. Gyantosh Kumar Jha
Principal
ARSD College



Coordinator’s Message
I feel glad that Computer Science Department is starting a magazine 
“TECH अनुशीलन ” and also congratulate all students and faculty mem-
bers of the department for taking such academic initiative. They have 
made great efforts to bring “TECH अनुशीलन” in its current shape. The 
students today need to be equipped with knowledge, confidence and 
competence to attain a sense of fulfillment and understanding.
As per the Mahatma Gandhi, Father of the nation, “Real education has 
to draw out the best from the boys and girls to be educated”. I hope this 
magazine will fulfill the purpose of equipping the students with good 
knowledge in the field of computer science and related interdisciplin-
ary areas. I happened to be surprised when I observed great sense of 
enthusiasm in magazine committee members (comprised of students 
and faculty members) while advising them to take such initiatives. They 
have worked hard day and night for the magazine and now magazine 
is in its current form. I congratulate them especially for the successful 
compilation of the magazine.
I extend my thanks to our college principal Professor (Dr.) Gyantosh 
Jha for his continuous encouragement and support to Computer Sci-
ence Department for all academic activities.
I hope “TECH अनुशीलन” magazine will touch its height in the forthcom-
ing editions also. Furthermore  Its integrity, 
Standard and originality will be maintained. 
“Freedom of education shall be enjoyed under 
the condition fixed by law”― Karl Marx
My best wishes!!!

Prof. Veer Sain Dixit
Coordinator
Department of Computer Science
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Teacher’s Message
Dear students, 
We are excited to announce the launch of a new magazine on comput-
er science. This magazine has been specifically designed to help you 
explore the latest developments in the field of computer science, and 
learn about new tools and technologies that are transforming the in-
dustry.
As teachers, we understand the importance of keeping up-to-date with 
the latest trends and developments in our field, and we believe that this 
magazine will be an excellent resource for you to stay informed about 
the latest advancements in computer science. 
In this magazine, you will find a wealth of information on a variety of 
topics related to computer science, including programming languages, 
data science, machine learning, cybersecurity, and more.
We highly recommend that you make use of this magazine as a valuable 
resource to supplement your learning in the classroom. We believe that 
staying informed about the latest developments in computer science 
will help you to become better problem-solvers, critical thinkers, and 
ultimately, successful professionals in the field. 
We hope you enjoy this new magazine and look forward to seeing how it 
helps you to grow and develop as computer science learners. 
Best regards, 

Dr. Parul Jain 
Ms. Archana Gahlaut 
Mr. Dharmendra Singh 
Mr. Jag Mohan 
Dr. Uma Ojha



Dear readers,
We are excited to introduce to you the first issue of our com-
puter science magazine. Our team of experts has put together 
a diverse range of articles and features that we believe will be 
of interest to anyone who is passionate about technology and 
computer science.
In this inaugural issue, you will find articles covering the latest 
developments in cutting-edge technologies, such as artificial 
intelligence, machine learning, and quantum computing, as well 
as in-depth analyses of current trends and challenges in the 
field. 
We would like to thank you for choosing to read our magazine 
and for supporting our team. We are committed to providing 
you with high-quality content that meets your needs and inter-
ests.
We welcome any feedback or suggestions you may have as we 
continue to grow and improve. Please feel free to contact us 
with any comments or ideas.
Thank you again for your support, and we look forward to shar-
ing more great content with you in the future.
Best,
Editorial Team.

Editor Team Note



Design Team Note
Dear Readers,
We hope this message finds you well. We are writing to you on 
behalf of the design team for the Computer Science Magazine 
of Atma Ram Sanatan Dharma College. Our primary focus is to 
provide you with a visually appealing and user-friendly publi-
cation that accurately portrays the latest advancements and 
trends in the field of computer science.
We understand that technical information can often be com-
plex and difficult to understand. That is why our team works 
tirelessly to present this information in a clear and concise 
manner, making it easily accessible to all readers. Our goal is 
to create a publication that not only informs but also inspires, 
by showcasing the innovative and impactful work being done in 
the field.
To achieve this goal, we constantly seek feedback from our 
readers. Your thoughts and suggestions help us to continually 
improve the overall look and feel of our magazine, and we are 
grateful for your continued support. Whether it’s through the 
layout, use of graphics, or the way information is presented, we 
strive to make each issue a better experience for you.
We would like to take this opportunity to thank you for your 
loyalty and support of our publication. We value your partner-
ship and look forward to continuing to bring you engaging and 
informative content in the future.
Best regards,
The Design Team.



A short tour of machine learning 
and its workload acceleration by 
Google Tensor Processing Units
On the daily basis approx-
imately 2.5 Exabytes (one 
Exabyte is equal to one bil-
lion gigabytes) of data is 
being produced by human 
beings through messaging, 
mails, Twitter, Facebook, 
Instagram electricity bills, 
water bills, booking flight 
tickets, booking rail tickets, 
etc. The rate of growth of on-
line data created by human 
beings is exponential. How 
this data can be useful for 
mankind is the main focus 
these days. Analyzing data 
and finding some conclusion 
from the analysis of data is 
a very important task. Ba-
sically there is a science 
behind analyzing the data 
known as Data Science.The 
people who are performing 

this task are known as data 
scientist.The entire online 
medium is full of data. A data 
scientist’s role is to analyze 
the data and find out some 
patterns which are use-
ful. Any data scientist must 
have the good knowledge 
of mathematics (Linear Al-
gebra,matrices,vectors,dif-
ferential equations,calculus, 
etc.), statistics (Mean, Medi-
an, mode, distributions, etc.), 
programming language( py-
thon, R, etc.) and the area 
of domain (knowledge of 
the concerned business of 
the organization). Machine 
learning is a very important 
concept of data science.Ma-
chine learning is a subset of 
artificial intelligence which 
focuses on the use of data 

and algorithms to create 
the models, and train them 
the way that a human being 
learns, gradually improving 
the accuracy of the model.
Arthur Samuel, is credited 
for coining the term, “ma-
chine learning” in 1959. Ac-
cording to him,

“Machine learning is 
a field of study that 
gives computers the 

ability to learn without 
being explicitly 
programmed”.

1 anusheelan



With the gradual technological ad-
vancements in terms of storage and pro-
cessing power have enabled innovative 
products based on machine learning such 
as recommendation engines.

Machine learning algorithms are 
trained to make predictions, and to disclose 
key insights in data mining projects. The 
insights derived from the algorithms help 
in subsequently driving decision making 
within the applications and businesses. As 
data continues to grow, the demand for data 
scientists will enhance. They will be help-
ful in identifying the most relevant business 
questions and the data to answer them. Ma-
chine learning algorithms are created using 
frameworks such as TensorFlow and Py-
Torch.

Data is produced and collected by hu-
man beings on which calculations can be 
done and conclusions are drawn by using 
machine learning algorithms. Data is basi-
cally factual information in digital form that 
can be processed. Data can be structured or 
unstructured. Data which can be represent-
ed in tabular form is structured data and 
data which cannot be represented in tabular 
form is unstructured data. Web data is the 
unstructured data which is known as web 
log data. Data can be of four types as fol-
lowing:
- Quantitative or numerical data: In the form 
of numbers like 5000 programmers in a 
company
- Qualitative or categorical data: No Mathe-
matical meaning or limited number of pos-
sibilities, that is categories or classes like 
marital status, Gender and religion of a per-
son, we can assign numbers in categories 
and those numbers have no mathematical 
meaning.
- Ordinal data: mixture of numerical and cat-
egorical data having mathematical meaning 
like movie ratings on 1 to 5 scale where 1 is 
worse movie and 5 is best movie.
- Image (photos), audio (intensity of sound) 
and video data (group of images or frames).

Machine learning represents computer 

algorithms which can observe and analyze 
data. We should develop machine learning 
algorithms in such a way that its execution 
time should be close to polynomial time (In 
N*log N times by the deterministic comput-
er). We know that the human brain is an ex-
ample of a non-deterministic computer and 
it executes every instruction in polynomial 
time. The same we expect from the devel-
oped machine learning algorithms.

Now the question arises how machine 
learning works?

We can decompose the learning sys-
tem of a machine learning algorithm into the 
following three parts.

1. Machine learning algorithms are 
used to make a prediction. Based on input 
data (labelled or unlabeled), your algorithm 
will produce an estimate about a pattern in 
the data.

2. An error function evaluates the pre-
diction of the model. In case of known ex-
amples, a comparison can be made by the 
error function to estimate the accuracy of 
the model.

3. If the model can fit better to the data 
points in the training set, then weights are 
adjusted to reduce the error between the 
known example and the model estimate. 
The algorithm will repeat this “evaluate and 
optimize” process, updating weights auto-
matically until a required accuracy has been 
met. 

Google’s first TPU

https://cloud.google.com

2Google Tpu
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Machine learning models are categorized 
into the following three categories.

- Supervised machine learning
Supervised machine learning uses la-

belled datasets to train algorithms to pre-
dict outcomes accurately. Once input data is 
fed, the model adjusts its weights until it has 
been fitted correctly. This occurs as part of 
the cross validation process to ensure that 
the model avoids over-fitting (Over-fitting 
occurs when our machine learning mod-
el tries to cover all the data points or more 
than the required data points present in the 
given dataset) or under-fitting (Under-fitting 
occurs when our machine learning model is 
not able to capture the underlying trend of 
the data). Classifying spam in a separate 
folder from your inbox is an example of su-
pervised learning..

Performance of the machine learning 
model degrades in case of over-fitting and 
under-fitting. But the main cause is over-fit-
ting, so there are some ways by which we 
can reduce the occurrence of over-fitting 
in the model like Cross-Validation, Train-
ing with more data, removing features, ear-
ly stopping the training, Regularization and 
Ensembling.
Ways to reduce under-fitting are by increas-
ing the training time of the model and by in-
creasing the number of features
In statistical modelling, achieving the good-
ness of fit is the purpose of machine learn-
ing models, which depicts how closely the 
result or predicted values match the true 
values of the dataset.

Supervised learning methods include neural 
networks, naive Bayes, linear regression, 
logistic regression, random forest, and sup-
port vector machine (SVM).

- Unsupervised machine learning
In unsupervised machine learning, 

machine learning algorithms are used to 
analyze and cluster unlabeled datasets. 
These algorithms detect the hidden pat-
terns or data groupings without needing the 
intervention of the humans. This discovers 
similarities and differences in information 
consequently ideal for exploratory data 
analysis, cross-selling strategies, customer 
segmentation, and image and pattern recog-
nition. It’s also useful for reducing the num-
ber of features in a model using the process 
of dimensionality reduction. Principal com-
ponent analysis (PCA), Self-OrganizingMap 
(SOM) and singular value decomposition 
(SVD) are three common approaches for 
this. K-means clustering, and probabilis-
tic clustering methods are other machine 
learning algorithms used in unsupervised 
machine learning.

- Semi-supervised learning  
Semi-supervised learning uses a 

smaller labelled data set to guide classifi-
cation and feature extraction from a larger, 
unlabeled data set at the time of training. It 
can solve the problem of not having enough 
labelled data for a supervised learning al-
gorithm. If it’s too costly to label enough 
data then Semi-supervised learning will be 
a good option. 

https://www.hpcwire.com
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Reinforcement machine 
learning:

Reinforcement ma-
chine learning is a machine 
learning model that is sim-
ilar to supervised learn-
ing, but the algorithm isn’t 
trained using sample data. 
This type of model learns 
as it goes by using trial and 
error. A sequence of suc-
cessful outcomes will be re-
inforced to develop the best 
recommendation.
Neural networks, linear re-
gression, Logistic regres-
sion, Clustering, Decision 
trees, Random forests are 
commonly used machine 
learning algorithms.
Speech recognition, Cus-
tomer Service, Computer 
Vision, Recommendation 
Engine, Automated stock 
trading and fraud detection 
are few examples of ma-
chine learning you might en-
counter every day.

Machine learning has 
proven its relevance and 
importance in the field of 
Data Science. Since machine 
learning algorithms work 
on large datasets, the nor-
mal microprocessors having 
CPUs (Central Processing 
Units) are unable to effec-
tively handle in the case of 
training or neural network 
processing. GPUs (Graphical 
Processing Units), with their 
highly parallel architecture 
designed for fast graph-
ic processing proved to be 
more and more useful in 
comparison to CPUs. Since 
most of the machine learn-
ing based applications use 

matrices and the concept 
of Linear Algebra, in order 
to increase computational 
speed enormously, Google 
developed an AI accelera-
tor integrated circuit which 
would be used by its Tensor-
Flow AI framework which is 
named as TPU (Tensor Pro-
cessing Unit). The chip is 
mainly designed for Tensor-
Flow Framework.

TPUs are very power-
ful custom-built processors 
to run the project made on a 
TensorFlow framework. Ma-
chine learning workload can 
be accelerated using TPU. 
It’s an application-specific 
integrated circuit, to accel-
erate the AI computations 
and algorithms. Google de-
velops it mainly for neural 
network machine learning 
for the TensorFlow software. 
Google is the owner of Ten-
sorFlow software.

TensorFlow is an open 
source library developed by 
Google for its internal use. 
Its main usage is in ma-
chine learning and data-flow 
programming. TensorFlow 
computations are expressed 
in terms of state data-flow 
graphs.

To accelerate the per-
formance of linear algebra 
computation, minimize the 
time-to-accuracy when you 
train large, complex neural 
network models and models 
that previously took weeks 
to train on other hardware 
platforms can converge in 
hours on TPUs are some of 
the advantages.

TPUs are best suited in 

machine learning in cases 
where models are dominat-
ed by matrix computations, 
models with no custom 
TensorFlow operations in-
side the main training loop, 
models that train for long 
period of time like weeks 
or months, very large mod-
els with very large effective 
batch sizes are the cases 
where TPUs are best suited 
in machine learning.

By -

Prof. Veer Sain Dixit

Department of computer Science

ARSD College

Google Tpu

https://www.hpcwire.com
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How AWS revolutionaries 
cloud computing?

What is cloud computing?
According to Amazon “Cloud computing 
is the on-demand delivery of IT resources 
over the Internet with pay-as-you-go pric-
ing. One can utilize technology services like 
computing power, storage, and databas-
es from a cloud provider like Amazon Web 
Services (AWS) when required, rather than 
purchasing, owning, and up keeping physical 
data centres and servers.

How has cloud computing 
changed the industry?
There are many leaders in cloud computing, 
Amazon and Microsoft, followed by Google, 
Alibaba, and IBM.
All these cloud services providers change 
the industry tremendously, now anyone can 
leverage these infrastructure and services 
and quickly create mission critical systems 
for Banking, Hospitals, Gaming, IoT, Machine 
Learning and many more. Cloud revolu-
tionized the industry, all global companies 
now using cloud services. Using the cloud 

is a win-win situation for both cloud provid-
er and industry. As companies can use the 
infrastructure anytime with minimum cost 
without overburdening their finances for 
provisioning larger servers, hardware, data 
centres.

What are different offerings from 
AWS?
AWS is leader in Cloud Computing, in 2006, 
Amazon Web Services (AWS) began offering 

IT infrastructure services to businesses in 
the form of web services.
AWS provides numerous services across 
diverse product categories, including Com-
pute, Storage, Databases, Networking and 
Content Delivery, Analytics, Machine Learn-
ing, Security, as well as Identity & Compli-
ance.
These services are of global standard, which 
help organizations to move faster with cost 
efficiency, high performance, scalability, 
reliability, resiliency and sustainability for 
their applications and systems.

Fig 1. Cloud Computing Providers
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AWS Infrastructure
The AWS infrastructure worldwide is constructed based on Regions and Availability Zones 
(AZs).AWS Regions offer several Availability Zones that are physically separated and iso-
lated from each other, with highly redundant networking connections that are low-latency 
and high-throughput.
 

Fig 2: AWS Infrastructure Map

Virtual Private Cloud (VPC)
With Amazon VPC, you have complete authority over your virtual network setting, which 
involves the arrangement of resources, connectivity, and security measures. 
 

Fig 3: VPCs in different regions

AWS Infrastructure is the backbone of AWS and you can create your own VPC in different 
regions with connectivity across the world.
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Components of an Appli-
cation/System
For any application we need Computing 
Power, Databases, Data Storage, Network-
ing and Security. Amazon provides several 
options, based on your requirements and 
cost.

1. Amazon Elastic Compute Cloud 
(Amazon EC2)
Amazon Elastic Compute (Amazon EC2) of-
fers expandable computing power within the 
AWS Cloud infrastructure. No need to invest 
in hardware up front, AWS provides several 
purchasing options for EC2, based on your 
budget, type of application and time needed 
to run application

2. Highly Available Databases
2.1 Amazon Relational Database Ser-
vice (Amazon RDS)
It’s a managed database service and uses 
SQL as a query language. RDS supports 
MySQL, MariaDB, PostgreSQL, Oracle, and 
SQL Server database (DB) instances.

2.2 Amazon DynamoDB
Amazon DynamoDB is an all-inclusive 
NoSQL database service that ensures swift 
and reliable performance while also allow-
ing for effortless expansion. It allows us-
ers to establish a database table capable 
of storing and retrieving vast quantities of 
data while effectively handling any level of 
request traffic.

2.3 Data Storage
2.3.1. AWS S3 (Simple Storage Service)
Amazon S3 could be used for storing stat-
ic data in a region and can be replicated to 
cross regions. S3 has different classes for 
frequent, infrequent and archive data, data 
could easily be moved from one class to an-
other to save cost on storage.
S3 provided unlimited storage capacity and 
data durability of 99.9999…. (11 9s).
2.3.2. EBS

Amazon Elastic Block Store (Amazon EBS) 
offers storage volumes at the block level 
that can be used with EC2 instances. These 
volumes function similarly to unformatted 
block devices and can be mounted onto in-
stances as devices.
2.3.3. EFS (Elastic File System)
Amazon EFS is also a region storage, EFS 
allows you to mount a single volume to mul-
tiple instances, and is stored redundantly 
across multiple AZ’s within that single re-
gion. EFS has data durability of 99.999… (11 
9s) and availability of 99.99... (4 9s). [5]

2.4. Security
Amazon provides data security at rest and 
in-motion, storage and generation of keys, 
and network security using many services.
AWS Key Management Service (AWS KMS) 
is a service that is managed and designed to 
simplify the process of generating and man-
aging cryptographic keys, which are used to 
secure your data.
Application level security could be achieved 
by AWS Shield and AWS (Web Application 
Firewall) WAF. Shield protects your appli-
cation from Distributed Denial of Service 
(DDoS) whereas AWS WAF protects from 
common attack patterns, such as SQL injec-
tion or cross-site scripting.

Conclusion
There are hundreds of services provided by 
AWS for creating a highly scalable, reliable, 
cost optimal, highly performing system us-
ing AWS. You can think of any services and it 
is available with AWS. AWS is the clear win-
ner in terms of cloud sharing and day by day 
it is providing new solutions for latest tech-
nologies i.e. Blockchain, Machine Learning, 
Data Analytics.

Author
Mr. Jag Mohan
(AWS Certified Solutions Architect - Professional
AWS Certified Solutions Architect - Associate )
Assistant Professor
Computer Science
ARSD College

AWS
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To say that internet has 
become a part and par-
cel of our daily life is 

not entirely false. There is a 
myriad of benefits that the 
internet offers us today; right 
from online banking to ticket 
booking to socially connect-
ing to e-books to booking 
cabs, the internet has it all. 
We are living in an era where 
life would come to standstill 
without the internet. But 
while all of its visible advan-
tages are seemingly true, 
the cyber world also has its 

equal shares of less visible 
yet alarming disadvantages.  

Using the internet dai-
ly makes us vulnerable to 
malicious attacks, invasions 
of privacy, fraud, misuse of 
personal information and 
data, etc. And it is not just 
the big companies that get 
hit, everyday consumers of 
the internet also fall as bait 
to hacking, identity theft and 
so much more. That’s why 
cybersecurity is such a vital 
part of a secure and 

well-ordered digital world. 
Cybersecurity keeps us safe 
from hackers, cybercrim-
inals, and other agents of 
fraud.

“Security isn’t 
something you buy, 
it’s something you 

do, and it takes tal-
ented people to do 

it right.”

THE ROLE

IN DIGITAL WORLD
By - Shiksha Upanita
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What are common cyber 
threats? 
1.  Denial-of-service 

(DoS) Attacks : - Cyber-
criminals in their attempt to 
crash a server, or website, 
overload a network with 
traffic to exhaust bandwidth. 
In many cases, these attacks 
are merely for nuisance. 
These are usually done from 
multiple coordinated sys-
tems.
2. Man-in-the-middle at-

tacks : - Man-in-the-middle 
is an eavesdropping attack, 
hackers insert themselves 
into a two-party communi-
cation. And once they’re in, 
they can steal data. For ex-
ample, on an insecure Wi-
Fi network, an attacker can 
intercept data being passed 
between the guest’s device 
and the network. 
3. Phishing : - The user falls 

victim to a legitimate-look-
ing email or text asking for 
sensitive information such 
as login credentials or credit 
card data.
4. Insider Threat : -  A per-

son will be considered an in-
sider threat if he has been or 
is part of the organization or 
company and has the access 
to systems or networks, 
then he can misuse his ac-
cess permissions.

What Does Good Cyber 
Security Look Like? 
1.  Practicing Good Password 
Selection: Use eight or more 
characters inclusive of num-
bers and special characters 
as a password. 
2.  Keep Wi-Fi networks se-

cure: Forgetting passwords 
or sharing them with a lot of 
people might cause trouble. 
3.  Using Encryption: Encryp-
tion software breaks the 
data so that even if a hacker 
gets it, it’s useless. 
4.  Using a Firewall: Controls 
the overcrowding of the net-
work. 
5.  Avoid suspicious calls, 
texts, and emails: Nev-
er share OTPs or UPI pins 
with anyone. Neither open 
nor reply to possibly suspi-
cious-looking emails. 
6.  Never leave accounts 
open in an open area like an 
internet café or connect to 
any random network. 
7.Always carry your char-
gers or power banks for 
criminals can retrieve your 
data if you’re not alert and 
are using a public charging 
pin or port.
Some important news re-
lated to cyber security as of 
22nd January 2023 :

1.  Threat actors associat-
ed with the Roaming Mantis 
attack campaign have been 
observed delivering an up-
dated variant of their pat-
ent mobile malware known 
as Wroba to infiltrate Wi-Fi 
routers and undertake Do-
main Name System (DNS) 
hijacking. Roaming Mantis, 
also known as Shaoye, is 
a long-running financial-
ly motivated operation that 
singles out Android smart-
phone users with malware 
capable of stealing bank 
account credentials as well 
as harvesting other kinds of 

sensitive information. 

2.  In the latest T-Mobile 
hack, 37 million customers 
have personal data stolen, 
the company says. The un-
identified hacker (or hack-
ers) obtained data starting 
around Nov. 25 through a 
single Application Program-
ming Interface, the company 
said. The malicious intruder 
accessed a “limited set of 
customer account data” – 
including names, addresses, 
emails, phone numbers, and 
dates of birth.

3.  The Irish Data Protection 
Commission (DPC) on Thurs-
day imposed fresh fines of 
€5.5 million against Meta’s 
WhatsApp for violating data 
protection laws when pro-
cessing users’ personal in-
formation. 

4.  Cyber security market 
size was valued at USD 197.4 
billion in 2021 and is predict-
ed to reach USD 657.02 bil-
lion by 2030 with a CAGR of 
12.8% during the forecast pe-
riod, 2022 to 2030. The rise in 
the number of cyber-attacks 
from hackers and data min-
ers, which can malicious-
ly disable computers, steal 
data, or use a breached 
computer as a launch point 
for other attacks is thus ex-
pected to fuel the Cyber se-
curity market share.   
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Quantum 
Computing
Quantum Computing is a growing and devel-
oping technology with the aim and ambition 
of solving the more & more complex com-

putations very easily.

 Quantum computing 
operates on the prin-
ciples of quantum me-
chanics.

 It involves the Quan-
tum bits or Qubits.

 Qubits are somehow 
developed version of Bi-
nary bits as Qubits are 
capable to be exist in 
multidimensional states 
at a time.

Quantum computing is 
a revolutionary technology 
that uses the principles of 
quantum mechanics to per-
form calculations that are 
beyond the capabilities of 
classical computers. It has 
the potential to solve prob-
lems, that would take clas-
sical computers billions of 
years to solve, in just a few 
hours or minutes.

Quantum computers 
operate using quantum bits, 
or qubits, instead of clas-
sical bits. Qubits (quantum 
bits) are the fundamental 
units of information in quan-
tum computers. Qubits can 
represent both - 0 and a 1 
at the same time, a proper-
ty known as superposition. 
This allows quantum com-
puters to perform multiple 
calculations simultaneously, 
making them much faster 
than classical computers. 

Quantum computers 
also have another advantage 
called quantum entangle-
ment, which allows qubits 
to interact with each other 
instantly regardless of the 
distance between them. This 
property allows quantum 
computers to perform cal-
culations in parallel, further 
increasing their speed and 
power.

Quantum computers 
have the potential to revolu-
tionize fields such as med-
icine, finance, and materials 
science. They can be used to 
develop new drugs, optimize 
financial portfolios, and de-
sign more efficient materi-
als. They could also be used 
to break encryption codes, 
which has raised cyberse-
curity concerns. A research 
paper was published that 
claimed that a wormhole 
was simulated on a quantum 
computer.

Basis of Quantum Com-
puting:

Quantum Computing 
has been followed by 
the concept of Quantum 
mechanics to perform 
the computations. 

Quantum Computing has 
divided the entire com-
puational world into two 
broad categories: 

1.Classical Computation

2.Quantum Computation

By - harsh meena
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 There is an exponen-
tial growth in the pow-
er of quantum comput-
ers with the increasing 
number of qubits.

 While increasing the 
number of binary bits 
in classical computers, 
their power increase 
linearly

Despite their poten-
tial, quantum comput-
ers are still in their early 
stages of development. 
Building and maintaining a 
quantum computer is ex-
tremely challenging due to 
the fragile nature of qubits 
and the need for extreme-
ly low temperatures and 
high levels of isolation. As 
a result, quantum com-
puters are currently very 
expensive and can only be 
found in specialized re-
search labs.

In conclusion, quantum 
computing is a technolo-
gy that has the potential to 
revolutionize many fields 
by solving problems that 
go beyond what traditional 
computers are capable of. 
While it is still in the early 
stages of development, it 
has the potential to have a 
significant impact on soci-
ety in the future.
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TECH INDUSTRY
Why Big-Tech companies are laying off employees ?

 BLEEDING

With the growing pace of digitalization, the 
growth in demand for technological skills took 
an exponential curve. The objectives changed to 
getting accepted into reputable educational in-
stitutions and landing a job in major IT firms. In 
India, IIT's and NIT's became the parameter of 
success from students going through the cut-
throat competition of JEE exams to secure one 
of few thousands available seats. However, the 
present layoff patterns don't appear to back the 
efforts made to get a prestigious position in 
software organisations.

Close to 150,000 jobs have been lost in the 
IT sector alone. In the past decades, with grow-
ing demand for their products, services and 
technology, accumulating millions of employees 
and remote workers,  both big and small IT busi-
nesses embarked on a hiring binge- the over 
hiring phase. Due to the large spectrum of the 
perks available to the employees in these com-
panies, the maintenance led to ‘overspending’.
With the growing fear of repression, these com-
panies have started laying off the employees to 
curb the excessive expenditure

The social media company ShareChat cut down 20% of 
its workforce owing to uncertain market conditions, Ola 
laying off 200 people and startups like Skit.ai also made 
headlines for layoffs. Out of 18,000 layoffs of Amazon, 
1,000 are expected to be laid off in India.

By - Ananyaa Koundal
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Here is some statistics of layoffs 
in some major tech companies as 
of 22 January 2023:
Twitter: Following his official 
takeover, Twitter’s new owner, 
Elon Musk, made the decision 
to terminate 7,500 employees, 
comprising half of the company’s 
workforce. 
Meta: Facing significant loss-
es, the company laid off 13% of its 
staff, nearly 11,000 people.
Amazon: In November 2022, the 
company had laid off 10,000 peo-
ple. It has said that it plans to cut 
off 18,000 more from its work-
force
Salesforce: The Company has 
laid off 8,000 people, about 10% of 
its workforce.
Coinbase: Approximately 950 
jobs, 20% of its workforce will be 
cut down in the cryptocurrency 
trading platform.
Microsoft: The software giant is 
cutting down 5% of its workforce, 
about 10,000 jobs will be lost.
Google: The most recent layoffs 
include that of Google announcing 
laying off 12,000 workers, nearly 
6% of its workforce.
Why are layoffs taking place?
1. Fear of Recession
After warning of The World Bank 
and International Monetary Fund 
(IMF) of a lengthy phase of weak 
growth and high inflation due to 
the pandemic, war in Ukraine and 
monetary policies in large econ-
omies, the IT companies have 

started scrutinising their mone-
tary outflow to cope with reces-
sion.
2. Pressure from investors
Venture capitalists have been 
doubting a less profitable tech 
market this year. Companies like 
Google and Meta are facing pres-
sure from the investors for job 
cuts to reduce the expenses.
3. Receding Consumer Demand
The pandemic made the world 
shift to the virtual mode, creating 
a big market for online products 
and services. But with the return 
of the world to the pre-pandemic 
normalcy, demand for these ser-
vices is decreasing, leading to 
low labour requirements.
4. Rapid rate hike
With the current geopolitical crisis 
paired with economic recession, 
the Consumer Price Inflation has 
ascended in the large economies 
of the world including UK, EU, US, 
India and Japan. Thus, almost all 
central banks have started rais-
ing their key interests.
5. Cost Cutting
Companies like google have 
moved their focus to cost cutting, 
evident from actions such as can-
cellation of its nextgen Pixelbook 
laptop. 
Conclusion
With the uncertain geopolitical 
condition amid Russia- Ukraine 
war and economic condition due 
to global repression, the situa-
tion seems to be becoming worse 
in the coming months. With big 
companies like Amazon, Micro-
soft, Goldman-Sach and Sales-
force announcing reduction of 
the workforce, the layoff spree 
doesn’t seem to have come to a 
near end.  Since India has a large 
share in the workforce of the tech 
industry, the impact of these lay-
offs all around the world have 
been significant on the Indian di-
aspora.

Indian Situation
Indian IT services compa-
nies are among the larg-
est employers in the or-
ganised sector and global 
economic trends will no 
doubt affect their growth 
prospects. In India, lay-
offs in the startups mostly 
come from the EDtech i.e. 
educational technology 
sector. The social media 
company ShareChat cut 
down 20% of its workforce 
owing to uncertain mar-
ket conditions, Ola laying 
off 200 people and start-
ups like Skit.ai also made 
headlines for layoffs. Out 
of 18,000 layoffs of Ama-
zon, 1000 are expected to 



CLOUD COMPUTING:

Cloud Computing:
Embrace the future of IT today

Cloud computing is a technology that 
allows users to access computing 
resources or data over the internet, 

such as servers, storage, and applications.
Datacan be anythinglike images,videos, 
audios, documents, files, etc. 

Since the software does not need 
to be installed locally on the PC, it offers 
platform independency. As a result, cloud 
computing makes our business applications 
collaborative and mobile.

Evolution of Cloud Computing :
• The concept of Cloud Computing 

came into existencein the year 1950s but 
it was a gradualevolution.Before Cloud 
Computing,Client Server Architecture was 
used where all the data and control of the 
client were placedon the Server side. If a 
single user wants to access some data, 
firstly user needs to connect to the server, 
and after that user will get appropriate 

access. But it has many disadvantages. So, 
After Client Server computing, Distributed 
Computing came into existence in which all 
computers are networked together with the 
help of this, user can share their resources 
whenand wheneverneeded. It also has 
certain limitations. So in order to remove 
those limitations, cloud computing emerged.

.The launch of Amazon Web Services (AWS) 
in 2006,helped to popularize cloud comput-
ing and make it more accessible.
• After that in 2009, Google Play also 
started providing Cloud Computing Enter-
prise Applications. Thus in 2009, Microsoft 
launched   Microsoft Azure and after that 
other companies like Alibaba, IBM, Oracle, 
and HP also introduced their Cloud Services.

Overall, the evolution of cloud computing 
has been driven by the need for greater 
scalability, flexibility, and cost efficiency in 
IT infrastructure.

By - Isha Dhama
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Service Models Of Cloud 
Computing -
Cloud computing is based on service 
models. These are categorized into three 
basic service models which are -

•  Infrastructure-as–a-Service (IaaS)
The most basic category of cloud 

computing services. IaaS provides 
on-demand access to fundamental 
computing resources. With IaaS, you rent 
IT infrastructure—servers and virtual 
machines (VMs), storage, networks, 
operating systems—from a cloud provider 
on a pay-as-you-go basis.

•  Platform-as-a-Service (PaaS)
Platform as a service refers to cloud 
computing services that supply an on-
demand environment- hardware, complete 
software stack, infrastructure, and even 
development tools for developing, testing, 
delivering, and managing software 
applications. PaaS is designed to make it 
easier for developers to quickly create web 
or mobile apps, without worrying about 
setting up or managing the underlying 
infrastructure of servers, storage, network, 
and databases needed for development.

•  Software-as-a-Service (SaaS)
SaaS is the primary delivery model for 

most commercial software today .Software 
as a service is a method for delivering 
software applications over the Internet, 
on demand and typically on a subscription 
basis. With SaaS, cloud providers host 
and manage the software application and 
underlying infrastructure, and handle any 
maintenance, like software upgrades and 
security patching. Users connect to the 
application over the Internet, usually with a 
web browser on their phone, tablet, or PC.

INSIGHTS on the future of Cloud 
Computing
• Supported by strong executive backing, 
cloud computing will overtake other 
enterprise technologies in the next ten 

years.
• The cloud is increasingly becoming a 
substantial engine of revenue growth.
• The cloud will continue to evolve as part of 
a technology that increasingly includes IoT 
devices and edge computing over the next 
decade.
• Automation will also be a key component for 
cloud-based businesses as their processes 
grow faster and more continuous while still 
maintaining quality and security.
• Adoption of serverless computing, 
which allows developers to build and run 
applications without worrying about the 
underlying infrastructure 

Benefits of Cloud computing
There are several benefits to using 

cloud computing. One of the most significant 
is cost savings.Rather than paying for 
expensive hardware and software upfront, 
businesses can pay for computing resources. 
Cloud computing also provides greater 
reliability and security than traditional 
computing methods. Cloud service providers 
typically have multiple data centers located 
in different geographic regions, which 
provides redundancy and ensures that 
applications and data are always available, 
even in the event of a disaster or outage.
Conclusion:

Cloud Computing has the potential 
to have a great impact on the world as It 
provides advanced computing resources 
available on demand.Cloud Computing 
will also affect a large part of Software 
companies,internet service providers, 
etc.It has many benefits for its users and 
businesses.Some of them are: It reduces 
the cost, solves the security concerns of the 
people,and provides reliability. But there are 
other challenges too that cloud computing 
must overcome.

Nowadays, Cloud Computing is used 
everywhere and can It is the future as with 
cloud computing,resources or data gets 
available in minutes.

CLOUD COMPUTING



16

Memes
By - Hiya Chowdhry



People might have noticed that young-
er children now-a-days are much more 
addicted to YouTube for cartoons and 
other redundant content available open-
ly.  Also deletion of  these apps are not 
possible , even if one is willing to do so. 
This is too a questionable fact that one 
can’t remove it even after paying 30-40k 
for the same.

Getting more latest ,  it is often no-
ticed that in newly launched devices 
are equipped with built-in calling and 
messaging apps of Google which an 
individual is not informed about while 
purchasing device and is left with no 
option, instead to use them or to go 

for third-party apps downloading from 
play-store.

Yes, it is and the same issue could be 
termed as Digital Market Dominance.

OEM, which stands for Original Equip-
ment Manufacturer , is one who designs 
and manufactures the digital devic-
es. They deliver the device with some 
non-preemptive utility applications 
which can be used without need to in-
stall them. But there exists a hidden jinx 
that one cannot delete them deliberate-
ly.

Along with OEM ,  the Google Buzz too 
hold persistent position .

The promotion of brands to connect with potential customers using the 
internet and other forms of digital communication

- By Prem Singh
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Google a subsidiary of 
Alphabet Co. Ltd is fined 
Re 1337.76 Cr by CCI (Com-
petition Commission of In-
dia), body regulating over 
marketing dominance by 
Companies selling in Indian 
Market.

CCI was keeping an eye 
on Google for last two years 
and with proper proof, it 
fined Google stating the 
“Google is laying pressure 
on OEM’s to pre-install its 
applications in order to 
dominate Indian Market”.

The statement is well said 
because as per the Section 
4(2) (d) of the Competition 
Act, Google pertained to 
abuse its dominant posi-
tion.

Going deep in this mat-
ter, starting in 2019 CCI 
kept on observing the ac-
tions of Google and finally 
an eye-opening claim from 
CCI that Google is stifling 
Competition and Innovation 
in market.

On Other Hand,
The fine amount looks 

huge but on comparison 
with what European Union 
imposes, it’s not  a big deal 
to handle.
Because : In 2018, EU im-
posed a strict penalty of 
32432 Cr for the same mis-
take. This was followed by 
a penalty of 19621 Cr by the 
same EU which warned 
Google for the same mis-
take.

What’s the problem?
The problem lying beneath 
this case is the one’s DATA 
which is in the hands of 
Google without their con-
cern . Data which is re-
marked as gold of pres-
ent is so powerful that any 
business can rule the mar-
ket If it has an access to the 
data of the users/purchas-
ers in market .

Taking few In-hand cases:

• What you watch 

• Where you call

• What you receive/send 
as text messages.

One can’t even imagine the 
severe consequences of 
the same.

Conclusion :
India has just initiated its 
fight against Market Dom-
inance which limits/pro-
hibits the choice pool of 
users in market. Because 
if the service providers will 
control the manufacturers 
then users have to face 
the consequences of limit-
ed and one person’s vision 
oriented applications

18DIGITAL MARKETING DOMINANCE



TThe ever-changing and dynamic nature of tech-he ever-changing and dynamic nature of tech-
nology has resulted in the introduction of var-nology has resulted in the introduction of var-

ious important tools and software in the IT space. ious important tools and software in the IT space. 
Since it is the era of digital information and tech-Since it is the era of digital information and tech-
nology, computer graphics is playing a persistent nology, computer graphics is playing a persistent 
role in the growth of different sectors. If we go role in the growth of different sectors. If we go 
by the term definition, computer graphics is noth-by the term definition, computer graphics is noth-
ing but “almost everything on a computer that is ing but “almost everything on a computer that is 
not text or sound.” In the modern day, graphics not text or sound.” In the modern day, graphics 

have made life easier. Be it education, industries have made life easier. Be it education, industries 
or commerce specific fields, graphics hold cru-or commerce specific fields, graphics hold cru-
cial positions in every area. Graphics make it easy cial positions in every area. Graphics make it easy 
to grasp hard concepts like data structures, due to grasp hard concepts like data structures, due 
to various animations of the data structures. The to various animations of the data structures. The 
data of companies which are based on a long term data of companies which are based on a long term 
period of five to six years, could also be visualized period of five to six years, could also be visualized 
by the help of graphicsby the help of graphics

A Brief overview of computer 
graphics and virtual reality

By - Ambuj Pratap Singh



Use of computer graphics in virtual re-Use of computer graphics in virtual re-
ality:ality:
The term virtual reality, in simple words, is The term virtual reality, in simple words, is 
computer generated environment that is real computer generated environment that is real 
in sense. Graphics is primarily used for this in sense. Graphics is primarily used for this 
purpose. There are many graphic design tools purpose. There are many graphic design tools 
and techniques that are used for the purpose, and techniques that are used for the purpose, 
which does not only reduce the mesh size of which does not only reduce the mesh size of 
model but also keep the visual realism effec-model but also keep the visual realism effec-
tive without need of additional modeling pro-tive without need of additional modeling pro-
cedure. If we consider 3D modelling, the key cedure. If we consider 3D modelling, the key 
technique which we use is shading. There are technique which we use is shading. There are 
several approaches to perform mesh shading several approaches to perform mesh shading 
including flat shading  and smooth shading. including flat shading  and smooth shading. 
There are various application of computer 
graphics. Some of them which are currently in 
use are discussed below:-
	 Aided	Designs:	It	 is	often	used	for	aided	
designs for automobile industry and indus-
tries which manufacture electronic devices.
	 Visualization:	 Graphics	 is	 also	 used	 by	
companies to study the trend, data over period 
of time and fluctuations in the market.

	 Education	and	academic	 fields:	With	 the	
help of graphics, the topics which are 3D ori-
ented could also be understood clearly. The 
concept of plains, wave motions, signals, data 
structures etc. are some of them.
Similarly, computer graphics is also used in 
various other fields of modern day life.

Conclusion: 
By the increasing use of graphics, it could 
be easily estimated that computer graphics 
would expand its market to more extent in up-
coming	years.	As	per	data,	the	global	comput-
er graphics market size was valued at US$	
178.7 Million in 2021 and is believed to grow by 
8 % by 2022. By 2032, it is estimated that its 
market would be of US$	406.3	Million. The 
main reason behind this growth is increasing 
demand of entertainment industry. 

Source: Future Market Insights 
Note: Market shares are not depicted  as per the 
actual scale and are only for illustration purposes.



21 anusheelan

  E-sport Lite: Pro league

E-sports, short for electronic sports, is a 
form of competitive gaming where players 
compete against each other in video games. 
E-sports has grown in popularity in recent 
years, with professional teams and players 
earning large sums of money through spon-
sorships, endorsements, and tournament 
winnings. E-sports can be played individu-
ally or in teams, and games can be played 
on a variety of platforms, including con-
soles, personal computers, and mobile de-
vices. E-sports tournaments can be played 
online or in-person, with large-scale events 
drawing crowds of spectators who come to 
watch the best players in the world compete 

for prizes and glory. These events are of-
ten broadcast on streaming platforms like 
Twitch and YouTube, and can attract mil-
lions of viewers from around the world. In 
addition to professional e-sports teams and 
players, there are also amateur and casual 
players who enjoy playing video games for 
fun or as a hobby. E-sports has created a 
new culture around video gaming, with its 
own unique set of terminology, rules, and 
community norms. Overall, e-sports rep-
resents a growing phenomenon that blends 
gaming and sports into a single competitive 
entity.

By- Mohit attri
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Global activities in E-sports
This recent trend towards E-SPORTS 

as a pastime and career choice is not a 
co- incidence, it is the result of a number 
of variables coming together, such as easi-
er access to affordable internet, the launch 
of 5G, and the significant investments being 
made in the industry. Even if the sector is 
still young, there is no denying that it has 
the potential to grow in terms of popular-
ity, audience reach, and income potential. 
E-sports career are currently among the 
most sought-after careers among young 
people in India.
According to FICCI-EY analysis, there are 
440 million online gamers in India.

The Olympic Council of Asia (OCA) pre-
viously revealed that competitive e-sports 
gaming will make its debut as a medal event 
at the 2022 Asian Games and that it is also 
being considered as a showcase event for 
the Paris 2024 Summer Olympics. Aside 
from the biggest international sporting 
events, gaming and e-sports also host nu-
merous, intense, and local levels with the 
cash awards of up to INR 138 crore.

Earning options in E-sports
Ads on their material, tools like Super 

chats and Super Stickers, sponsorship part-
nerships, and brand deals all contribute sig-
nificantly to the income of gamers. Gamers 
are occasionally paid to assist game devel-
opers in beta testing video games for bugs 
and glitches prior to their release. When 
examining how players are quite generate 
their money, the more widely used e-sports 
revenue mechanisms are quite constant. 
The primary source of income for e-sports 
team include sponsorships, advertisements, 
item sales, prize money from competitions, 
revenue sharing from leagues, ticket sales, 
and more.

Conclusion
For those interested in pursuing 

e-sports professionally, the anticipated 
increase, when coupled with the existing 
market and user enthusiasm, is more than 
encouraging. The need for collaborators 
like talent management and representation 
firms like Cornerstone Sport increases as 
the business expands. After signing GodLike 
E-sports, the top e-sports team in India, 
Cornerstone is aiming to have a significant 
impact on the sector and opens doors for 
more young people to pursue e-sports as a 
career.
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Cryptography is the practice of securing 
communications through the use of 
various techniques such as encryption, 
authentication, and digital signatures. 
These techniques are used to protect 
information from unauthorized access, 
tampering, and disclosure. Cryptography 
can be used to protect a wide range 
of information, including text, images, 
and audio, and is commonly used to 
protect sensitive information such as 
financial transactions, personal data, and 
confidential communications.

Brief History 
It has a rich history that dates back to an-
cient times. Early forms of cryptography, 
such as simple substitution ciphers, were 
used by civilizations like the Egyptians 
and Greeks to protect sensitive informa-
tion. With the advent of new technologies 
and increased need for security, cryp-
tography has evolved over time. The Re-
naissance saw the development of more 
advanced forms of cryptography such as 
polyalphabetic ciphers.

CryptograPhy
the need of

By- Neeraj Gautam
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 During World War II, the use of en-
cryption played a vital role in the outcome 
of the war, and the breaking of the Ger-
man Enigma machine by a team of Pol-
ish and British mathematicians including 
Alan Turing provided valuable informa-
tion to the Allies. With the advent of dig-
ital age, the development of computers 
has led to the creation of more advanced 
forms of cryptography such as public 
key cryptography and digital signatures. 
These technologies are now widely used 
to secure communications and protect 
sensitive information in areas such as 
e-commerce, banking, and government 
communications. The recent years have 
seen the emergence of new encryption 
technologies such as Quantum key dis-
tribution, homomorphic encryption, and 
post-quantum cryptography which are 
expected to be more secure than tradi-
tional forms of encryption.
Applications : Cryptography has a wide 
range of applications including secure 
communications, data encryption, au-
thentication, network security, cloud se-
curity, internet of things, e-commerce 
and online payments, blockchain and dig-
ital rights management. It is commonly 
used to protect sensitive information and 
communications, but new applications 
are emerging as technology and society 
evolves.

Technologies : Common technologies 
in cryptography include symmetric key 
encryption (AES, DES), asymmetric key 
encryption (RSA, ECC), hashing algo-
rithms (MD5, SHA-1, SHA-2), digital sig-
natures, Public Key Infrastructure (PKI) 
and Quantum Key Distribution (QKD) and 
Homomorphic Encryption. The choice of 
technology depends on the use case and 
the level of security required. 

Future of Cryptography : 
Cryptography will focus on developing 
quantum-resistant methods as quantum 
computers become more powerful. Re-
search in post-quantum cryptography 
aims to develop systems that will remain 
secure against quantum computers. Ho-
momorphic encryption, which allows 
computations on ciphertext, has poten-
tial for privacy-preserving applications. 
Cryptography will also continue to pro-
tect data privacy and security in an in-
terconnected world and develop secure 
protocols for blockchain and distributed 
systems.
Conclusion : The technology and society 
continues to evolve, so does the security 
threats and new forms of encryption are 
being developed to counter them. There-
fore, it is important for individuals and 
organizations to stay informed about the 
latest developments in cryptography and 
to use appropriate technologies to pro-
tect their sensitive information and com-
munications.

24 anusheelan CRYPTOGRAPHY
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Security in Blockchain: 
Addressing Real World Concerns

Blockchain technology has been hailed as 
a secure and transparent way to store and 
transfer data, but is it really as secure as 
people believe? On the surface, blockchain 
technology seems to offer a high level of 
security. It uses cryptographic algorithms 
to secure transactions and prevent tam-
pering, and its decentralized nature means 
that it is not controlled by any single entity. 
This makes it difficult for hackers to attack 
or manipulate the data stored on the block-
chain. However, no technology is completely 
secure, and there are a few ways in which 
blockchain can be vulnerable. For example, 
if a hacker is able to gain access to the pri-
vate key of a blockchain user, they could po-
tentially steal their funds or manipulate their 
transactions. Additionally, some blockchain 
platforms have experienced issues with 
scalability, which can make them vulnerable 
to attacks if they become too congested.

Overall, it is important to recognize 
that while blockchain technology does offer 
a high level of security, it is not foolproof. 
It is important for users to take steps to 

protect their own security, such as using 
strong passwords and keeping their private 
keys secure. Additionally, it is important for 
blockchain platforms to continuously im-
prove their security measures and address 
any vulnerabilities that may arise.
TheDAO attack

Now that we have discussed the basics 
of Blockchain security issue, we will take a 
look at the hacking of TheDAO in 2016. TheD-
AO, or Decentralized Autonomous Organiza-
tion, was a decentralized platform built on 
the Ethereum blockchain that allowed in-
vestors to pool funds and vote on projects to 
fund. In June 2016, a hacker exploited a vul-
nerability in the code of TheDAO, resulting in 
the theft of approximately $50 million worth 
of Ether, the native cryptocurrency of Ethe-
reum. The hack of TheDAO was a significant 
event in the history of blockchain technolo-
gy and had far-reaching consequences for 
the Ethereum community. Let’s delve into 
the details of how TheDAO was hacked and 
the aftermath of this event.

By - Mohsin Imam
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The Decentralized 
Autonomous Organization 
(TheDAO) was a smart con-
tract platform. In 2016, TheD-
AO was hacked in a high-
ly publicized incident that 
caused significant losses for 
investors and had a signifi-
cant impact on the Ethereum 
ecosystem.

The hack occurred 
when a hacker exploited a 
vulnerability in TheDAO’s 
smart contract code to drain 
funds from the platform. 
The vulnerability allowed 
the hacker to repeatedly 
call a function in the smart 
contract that allowed them 
to withdraw funds without 
properly updating the inter-
nal balance of the contract. 
This allowed the hacker 
to drain a large amount of 
Ethereum from TheDAO’s 
funds.

The hack was made 
possible by a complex series 
of transactions that exploit-
ed the vulnerability in TheD-
AO’s code. The hacker used a 
recursive function to repeat-
edly call the function that 
allowed them to withdraw 
funds, ultimately draining 
over 3.6 million Ethereum 
from TheDAO. This repre-
sented a significant loss for 
TheDAO and its investors, 
as the value of Ethereum at 
the time was over $50 mil-
lion. The hack had significant 
consequences for the Ethe-
reum ecosystem, as it led to 
a split in the blockchain and 
the creation of a new cryp-
tocurrency called Ethere-

um Classic. The Ethereum 
community decided to hard 
fork the blockchain in or-
der to reverse the hack and 
restore the stolen funds to 
TheDAO investors. This led 
to a split in the Ethereum 
community, with some users 
supporting the hard fork and 
others opposing it. It was a 
significant event in the his-
tory of blockchain technolo-
gy. It exposed vulnerabilities 
in smart contract platforms 
and highlighted the need for 
robust security measures to 
protect against attacks. 

Conclusion
The current state of 

Blockchain is promising, but 
there is still a long way to go 
before it can fully be assure 
that Blockchain is a tamper 
proof technology. It is diffi-
cult to predict with certainty 
whether upcoming block-
chains and web3 Decen-
tralised Apps (DApps) will 
be completely secure, as the 
field of blockchain technolo-
gy is constantly evolving and 
new threats and vulnerabil-
ities may emerge. However, 
it is likely that future block-
chains and DApps will be 
more secure than those that 
are currently available, as 
developers and research-
ers continue to work on im-
proving the security of these 
platforms.

That being said, no 
technology is completely 
secure, and it is important 
for users to take steps to 
protect their own security 
when using blockchains and 

DApps. This includes using 
strong passwords and keep-
ing their private keys se-
cure, as well as being aware 
of potential phishing attacks 
and other scams. 

In conclusion, it is like-
ly that future blockchains 
and web3 DApps will be 
more secure than those that 
are currently available, but it 
is important for users to be 
aware of the risks and take 
steps to protect themselves. 
By understanding the po-
tential vulnerabilities and 
taking precautions, users 
can ensure that their use of 
these technologies is as se-
cure as possible.



TRADITIONAL PROGRAMMING 
PARADIGM IN THE AGE OF AI
The number of transistors on Integrated Circuits (ICs) doubles 

approximately every two years.
                                                          ---Moore’s Law

Since the beginning, there was a need 
to program computers to do certain 
tasks. As the technology grew, ICs be-

came more powerful and less costly. With 
this came more powerful technologies that 
connected people all around the world. Many 
IT companies came into existence. These 
companies worked on making technology 
more secure and reliable. This was the be-
ginning of Business Computing. So, these IT 
companies started working on the automa-
tion of certain tasks for businesses.

Automation means providing machines 
the ability to think and take decisions. AI is 
the basic concept that makes automation 
possible. Some recent improvements in the 
field of AI show that AI is coding a problem 
in C++ by reading problem descriptions. With 
this comes the question that whether there 
will be a need for traditional programming 
in the upcoming world of AI ?
WHAT IS TRADITIONAL PROGRAMMING?

Programming means writing a piece of 
instructions for the computers to tell them 
to perform some specific task. Programs 
are developed by programmers to solve re-
al-world problems.

Traditional programming uses pro-
gramming concepts and problem-solving 
skills to code a solution that performs some 
particular task and solves some real-world 
problem.

For example, if I have to search for a 

name from the contact list, then it would be 
easy to find the name if the names are listed 
in alphabetical order rather than a random 
list. To do this task, we need to sort the con-
tact list and make it ordered. Now, we know 
how to design an algorithm that sorts a list 
according to specified conditions. Also, we 
know the run-time of algos.
WHAT IS ARTIFICIAL INTELLIGENCE?

Artificial Intelligence, abbreviated as 
AI, is the ability of machines to solve prob-
lems logically as a human does. AI provides 
machines with the ability to think and make 
decisions without explicit programming and 
telling what to do and under what condi-
tions. This term was first coined in 1956 at 
Dartmouth College. 

AI also includes Machine Learning and 
Deep Learning. ML makes machines capa-
ble enough to learn several patterns using 
previous data without being assisted by any 
human. DL allows machines to absorb un-
structured data such as images, audio, etc.

AI is very helpful in solving those 
problems which can’t be solved using tra-
ditional programming approaches because 
we don’t know how to build logic and code 
them. For example; detecting diseases us-
ing MRI scans.

BY- AMIT PAL
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“Change is the only 
constant”

The above quote is 
well suited to the IT indus-
try. IT has evolved rapidly in 
the last 25 years. With rapid 
evolution came changes in 
the lifestyle of the world’s 
population. These lifestyle 
changes have created differ-
ent kinds of demands. Here 
comes the need for AI. 

The new demands 
ahead, businesses need 
new products and services 
to grow. Here, the tradition-
al programming approach 
can’t do anything because 
we don’t know how to solve 
these problems logically us-
ing programming concepts.

Some concepts can be 

solved using traditional pro-
gramming approaches such 
as sorting, searching, etc. AI 
can also solve such prob-
lems but creating a model 
to do such tasks is more re-
source-demanding than us-
ing the traditional approach.
CONCLUSION

Since the world has 
ever-changing demands 
and AI might be promising 
to fulfil them, we can’t deny 
the need and importance of 
traditional methods of pro-
gramming. Even these days, 
people are coding in C/C++ 
and several other program-
ming languages because it is 
important. Those programs 
are still developed using the 
traditional approach.

Also, the models to 
train the machine is devel-

oped using programming 
languages such as Python. 
The basic logic is needed to 
do that as well.

AI might be the tech-
nology of the future and the 
need of time, but the tradi-
tional programming para-
digm is not going to lose its 
glory as problem-solving 
will always need logic build-
ing which according to me 
is only possible through the 
traditional approach of pro-
gramming.



The Internet of Things (IoT) refers to
the interconnectedness of physical
devices, such as appliances and
equipment that are embedded with
sensors, software, and network
connectivity enabling them to collect
and exchange data. This allows
these devices to be controlled and
monitored remotely, and can lead to
improved efficiency, accuracy, and
cost savings in various industries.
Some examples of IoT applications
include smart homes, connected
cars, and industrial IoT. The Internet of Things (IoT) is expected to continue growing in

the future, with the potential to greatly impact various industries

and change the way we live and work. Some of the potential

future benefits of IoT include:

1.   Increased efficiency: By connecting devices and systems, IoT

can help automate processes and make them more efficient,

leading to cost savings and improved productivity.

2. Improved decision-making: IoT devices can collect and

analyze large amounts of data, which can be used to make more

informed decisions.

3.  Smart cities: IoT can be used to create smart cities that are

more sustainable, efficient, and live-sable.

4.  Connected cars: IoT can make cars safer, more efficient and

autonomous.

5.  Improved healthcare: IoT can help improve patient care and

enable remote monitoring of chronic conditions.

6. Smart homes: IoT can enable homeowners to control and

monitor their homes remotely and make them more energy-

efficient.

Overall, IoT has the potential to improve many aspects of our

lives, making them more convenient, efficient, and sustainable.

The Era  

IoT

Connected Devices
of

Smart Systems&
(IJACSA) International Journal of Advanced Computer Science and Applications
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There are several research challenges in the field of Internet of Things (IoT) that are currently

being addressed by the scientific community. Some of these challenges include:

1.   Security: Ensuring the security of IoT devices and networks is a major challenge, as they are

vulnerable to hacking and other forms of cyber-attacks.

2.  Interoperability: Ensuring that IoT devices and systems can communicate and work

seamlessly with one another is a major challenge, as they often use different protocols and

technologies.

3.   Scalability: Enabling IoT devices and networks to handle large amounts of data and a large

number of connected devices is a major challenge.

4.  Privacy: Ensuring the privacy of individuals whose data is collected and analyzed by IoT

devices is a major challenge.

5.  Energy efficiency: Developing IoT devices and systems that are energy-efficient is a major

challenge, as they often require a constant power source.

6.  Reliability: IoT devices and systems need to be robust enough to work in any environment,

and to be able to handle various types of failure scenarios.

7.  Human-centered design: IoT systems need to be designed in such a way that they are easy to

use and understand for the average person.

8. AI integration: IoT devices and systems need to be able to integrate with AI and machine

learning technologies to enable more advanced functionality and decision-making.

These challenges are currently being addressed by

researchers in various fields, including computer

science, electrical engineering, and industrial

design, and many solutions have been proposed to

mitigate them.

The Internet of Things (IoT) is a rapidly growing field

that has the potential to greatly impact various

industries and change the way we live and work. IoT

devices and systems can connect and automate

various processes, leading to improved efficiency,

accuracy, and cost savings. However, there are also

several research challenges in the field of IoT such as

security, interoperability, scalability, privacy, energy

efficiency, reliability, human-centered design, AI

integration that need to be addressed in order to fully

realize the potential of IoT. Despite these challenges,

the benefits of IoT are expected to continue growing

in the future, and it is likely that IoT will play an

increasingly important role in our daily lives.

YATEE CHADHA
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