














Cryptanalysis by Digram Analysis 

The basic attack on columnar transpositions is not as precise as the attack on substitution ciphers. 

Even though transpositions look less secure than substitutions, they can in fact be more secure. 

Transpositions leave the plaintext letters intact, so the work for the cryptanalyst is more 

exhausting; more relies on a human's judgment of what "looks right." 

The first step in analyzing the transposition is computing the letter frequencies. If we find that in 

fact all letters appear with their normal frequencies, we can infer that a transposition has been 

performed. Given a string of text, the trick then is to break it into columns. 

Two different strings of letters from a transposition ciphertext can represent pairs of adjacent 

letters from the plaintext. The problem is to find where in the ciphertext a pair of adjacent 

columns lies and where the ends of the columns are. 

We must do an exhaustive comparison of strings of ciphertext. The process compares a block of 

ciphertext characters against characters successively farther away in the ciphertext. To see how 

this works, imagine a moving window that locates a block of characters for checking. Assume 

the block being compared is seven characters. The first comparison is c1 to c8, c2 to c9, …, c7 to 

c14. Then, we try a distance of eight characters, and so the window of comparison shifts and c1 is 

compared to c9, c2 to c10, and continuing. For a block of nine characters, the window shifts again 

to c1 against c10, and so forth. 

Section [2.7] from reference No. 1: 

In a public key or asymmetric encryption system, each user has two keys: a public key and a 

private key. The user may publish the public key freely because each key does only half of the 

encryption and decryption process. The keys operate as inverses, meaning that one key undoes 

the encryption provided by the other key. 

To see how, let kPRIV be a user's private key, and let kPUB be the corresponding public key. Then, 

encrypted plaintext using the public key is decrypted by application of the private key; we write 

the relationship as 

P = D(kPRIV, E(kPUB, P)) 

That is, a user can decode with a private key what someone else has encrypted with the 

corresponding public key. Furthermore, with some public key encryption algorithms, including 

RSA, we have this relationship: 

P = D(kPUB, E(kPRIV, P)) 

In other words, a user can encrypt a message with a private key, and the message can be revealed 

only with the corresponding public key. These two properties tell us that public and private keys 

can be applied in either order. In particular, the decryption function D can be applied to any 

argument so that we can decrypt before we encrypt. With conventional encryption, we seldom 



think of decrypting before encrypting. But the concept makes sense with public keys, where it 

simply means applying the private transformation first and then the public one. 

We have noted that a major problem with symmetric encryption is the sheer number of keys a 

single user has to store and track. With public keys, only two keys are needed per user: one 

public and one private. 

  Secret Key (Symmetric) Public Key (Asymmetric) 

Number of 

keys 

1 2 

Protection of 

key 

Must be kept secret One key must be kept secret; 

the other can be freely 

exposed 

Best uses Cryptographic workhorse; secrecy and 

integrity of datasingle characters to blocks of 

data, messages, files 

Key exchange, authentication 

Key 

distribution 

Must be out-of-band Public key can be used to 

distribute other keys 

Speed Fast Slow; typically, 10,000 times 

slower than secret key 

 

Section 3.1 from reference No. 1: 

IEEE Terminology for Quality 

 A bug can be a mistake in interpreting a requirement, a syntax error in a piece of code, or the 

(as-yet-unknown) cause of a system crash. When a human makes a mistake, called an error, in 

performing some software activity, the error may lead to a fault, or an incorrect step, command, 

process, or data definition in a computer program. For example, a designer may misunderstand a 

requirement and create a design that does not match the actual intent of the requirements analyst 

and the user. This design fault is an encoding of the error, and it can lead to other faults, such as 

incorrect code and an incorrect description in a user manual. Thus, a single error can generate 

many faults, and a fault can reside in any development or maintenance product. 

A failure is a departure from the system's required behavior. It can be discovered before or after 

system delivery, during testing, or during operation and maintenance. Since the requirements 

documents can contain faults, a failure indicates that the system is not performing as required, 

even though it may be performing as specified. 

Thus, a fault is an inside view of the system, as seen by the eyes of the developers, whereas a 

failure is an outside view: a problem that the user sees. Not every fault corresponds to a failure; 



for example, if faulty code is never executed or a particular state is never entered, then the fault 

will never cause the code to fail. 

Section [4.5] from reference No. 1: 

User Authentication 

An operating system bases much of its protection on knowing who a user of the system is. In 

computing, the choices are more limited and the possibilities less secure. Anyone can attempt to 

log in to a computing system. Authentication mechanisms use any of three qualities to confirm a 

user's identity. Over time, organizations and systems have developed means of authentication, 

using documents, voice recognition, fingerprint and retina matching, and other trusted means of 

identification. 

1. Something the user knows. Passwords, PIN numbers, passphrases, a secret handshake, 

and mother's maiden name are examples of what a user may know. 

2. Something the user has. Identity badges, physical keys, a driver's license, or a uniform 

are common examples of things people have that make them recognizable. 

3. Something the user is. These authenticators, called biometrics, are based on a physical 

characteristic of the user, such as a fingerprint, the pattern of a person's voice, or a face 

(picture).  

Passwords as Authenticators 

The most common authentication mechanism for user to operating system is a password, a 

"word" known to computer and user. Although password protection seems to offer a relatively 

secure system, human practice sometimes degrades its quality. 

Use of Passwords 

Passwords are mutually agreed-upon code words, assumed to be known only to the user and the 

system. Even though they are widely used, passwords suffer from some difficulties of use: 

 Loss. Depending on how the passwords are implemented, it is possible that no one will 

be able to replace a lost or forgotten password.  

 Use. Supplying a password for each access to a file can be inconvenient and time 

consuming. 

 Disclosure. If a password is disclosed to an unauthorized individual, the file becomes 

immediately accessible. If the user then changes the password to reprotect the file, all the 

other legitimate users must be informed of the new password.  

 Revocation. To revoke one user's access right to a file, someone must change the 

password, thereby causing the same problems as disclosure. 

Additional Authentication Information 

In addition to the name and password, we can use other information available to authenticate 

users. Limiting users to certain workstations or certain times of access can cause complications 



(as when a user legitimately needs to work overtime, a person has to access the system while out 

of town on a business trip, or a particular workstation fails). Using additional authentication 

information is called multifactor authentication. Two forms of authentication (which is, not 

surprisingly, known as two-factor authentication) are better than one, assuming of course that 

the two forms are strong. But as the number of forms increases, so also does the inconvenience. 

Each authentication factor requires the system and its administrators to manage more security 

information. 

Attacks on Passwords: Loose-Lipped Systems 

   Exhaustive Attack 

   Probable Passwords 

   Passwords Likely for a User 

Brute force step will always succeed, the steps immediately preceding it are so time consuming 

that they will deter all but the dedicated attacker for whom time is not a limiting factor. 

Plaintext System Password List 

To validate passwords, the system must have a way of comparing entries with actual passwords. 

Rather than trying to guess a user's password, an attacker may instead target the system password 

file. On some systems, the password list is a file, organized essentially as a two-column table of 

user IDs and corresponding passwords. Various security approaches are used to conceal this 

table from those who should not see it. 

If the table is stored in plain sight, an intruder can simply dump memory at a convenient time to 

access it. Careful timing may enable a user to dump the contents of all of memory and, by 

exhaustive search, find values that look like the password table. System backups can also be used 

to obtain the password table.  

Encrypted Password File 

There is an easy way to foil an intruder seeking passwords in plain sight: encrypt them. With 

conventional encryption, either the entire password table is encrypted or just the password 

column. With one-way encryption, the password file can be stored in plain view. For example, 

the password table for the Unix operating system can be read by any user unless special access 

controls have been installed. Because the contents are encrypted, backup copies of the password 

table are no longer a problem. There is always the possibility that two people might choose the 

same password, thus creating two identical entries in the password file. Even though the entries 

are encrypted, each user will know the plaintext equivalent. Unix+ circumvents this vulnerability 

by using a password extension, called the salt. The salt is a 12-bit number formed from the 

system time and the process identifier. Thus, the salt is likely to be unique for each user, and it 

can be stored in plaintext in the password file.  

Indiscreet Users 



Guessing passwords and breaking encryption can be tedious or daunting. But there is a simple 

way to obtain a password: Get it directly from the user! People often tape a password to the side 

of a terminal or write it on a card just inside the top desk drawer. Users are afraid they will forget 

their passwords, or they cannot be bothered trying to remember them. It is particularly tempting 

to write the passwords down when users have several accounts. 

Password Selection Criteria 

several guidelines for password selection: 

 Use characters other than just AZ. Adding digits expands the number of possibilities to 

36. Using both uppercase and lowercase letters plus digits expands the number of 

possible characters to 62.  

 Choose long passwords.  

 Avoid actual names or words.  

 Choose an unlikely password.  

 Change the password regularly.  

 Don't write it down 

 Don't tell anyone else. The easiest attack is social engineering, in which the attacker 

contacts the system's administrator or a user to elicit the password in some way. 

Sometimes when systems force users to change passwords periodically, users with favorite 

passwords will alternate between two passwords each time a change is required.  

One-Time Passwords 

A one-time password is one that changes every time it is used. Instead of assigning a static 

phrase to a user, the system assigns a static mathematical function. The system provides an 

argument to the function, and the user computes and returns the function value. Such systems are 

also called challenge response systems because the system presents a challenge to the user and 

judges the authenticity of the user by the user's response. Here are some simple examples:  

 f(x) = x + 1. With this function, the system prompts with a value for x, and the user enters 

the value x + 1. The kinds of mathematical functions used are limited only by the ability 

of the user to compute the response quickly and easily. Other similar possibilities are f(x) 

= 3x2 - 9x + 2, f(x) = px, where px is the xth prime number, or f(x) = d * h, where d is the 

date and h is the hour of the current time. (Alas, many users cannot perform simple 

arithmetic in their heads.) 

 f(x) = r(x). For this function, the receiver uses the argument as the seed for a random 

number generator (available to both the receiver and host). The user replies with the 

value of the first random number generated. A variant of this scheme uses x as a number 

of random numbers to generate. The receiver generates x random numbers and sends the 

xth of these to the host. 

 f(a1a2a3a4a5a6) = a3a1a1a4. With this function, the system provides a character string, 

which the user must transform in some predetermined manner. Again, many different 

character operations can be used. 



 f(E(x)) = E(D(E(x)) + 1). In this function, the computer sends an encrypted value, E(x). 

The user must decrypt the value, perform some mathematical function, and encrypt the 

result to return it to the system.  

One-time passwords are very important for authentication because an intercepted password is 

useless because it cannot be reused. However, their usefulness is limited by the complexity of 

algorithms people can be expected to remember. A password-generating device can implement 

more complex functions. Several models are readily available at reasonable prices. They are very 

effective at countering the threat of transmitting passwords in plaintext across a network. 
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